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Welcome to the Summer edition of Academies insight, a newsletter
specifically focused on your sector, covering the latest updates and
thoughts from the team here at M+A Partners.
The last few months have presented significant challenges to the
way we all operate - with a considerable impact on the education
system. This has required an evolution in the way working
environments, people, processes and information are managed.
With such a range of support and updated legislation, from
both the government and other sources, this issue includes the
recent requirements from the Academies Accounts Direction
Supplementary bulletin, giving clarity to the issues trusts are
required to respond to as a result of COVID-19.

Academies
Accounts Direction
2019 to 2020
Supplementary
bulletin
Cyber-Crime and
ways to protect
your school

If you would like to discuss or know more about anything covered
in this edition, then please do not hesitate to contact either myself
or one of the M+A Partners team.

Frank Shippam BSc FCA DChA
Partner
frank.shippam@mapartners.co.uk
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Academies Accounts
Direction 2019 to 2020
The Education and Skills Funding Agency
(ESFA) published their new Academies
Accounts Direction (AAD), setting out their
guidance for preparing academy financial
statements for the year ended 31 August 2020.
The majority of the AAD is unchanged from
last year, however there are some updates
which we have highlighted for you below.
Large trusts will be most affected by the latest
AAD and it is recommended that the updated
requirements are reviewed ahead of the year-end
audit process.
All trusts should give particular note to the
section on understanding going concern,
especially in respect of the extraordinary year we
are in the midst of. Going concern considerations
should look forward to December 2021 as an
absolute minimum.

Governance statement
	
Where trustees have reviewed and taken
account of the guidance in the Governance
Handbook (updated March 2019), and
competency framework for governance they
are encouraged to explicitly state this in the
governance statement;
	
Following the revisions to the FRC Ethical
Standards, external auditors can no longer
perform internal audit services; impacted
trusts must detail how their internal scrutiny
arrangements have been affected; and
	
There has been an expansion of the auditor/
reviewer’s reporting arrangements to the
Board, this now includes the preparation of
the annual summary report (which should
be submitted to the ESFA by 31 December,
together with the accounts and external
auditor’s management report).

Regularity
	
When disclosing instances of irregularity,
impropriety or non-compliance within the
Accounting Officer’s statement on regularity,
propriety and compliance and within the
accountant’s assurance report on regularity,
the relevant monetary amounts must be
disclosed.

Notes
	
Legal costs should be separately identified
within the expenditure notes;
	
An analysis of changes in net debt is now
required alongside the cash flow detailed
notes; and
	
The Teachers’ Pensions 2019 valuation
report has been referenced within the
pensions notes.

Trustees’ report requirements
for large trusts
Large trusts, as determined by sections 465 and
466 of the Companies Act 2006, have additional
disclosures to make in the trustee’s report. Large
trusts are identified as those meeting two or
more of the following criteria in two consecutive
financial years:
	
Gross income more than £36m;
	
Balance sheet assets more than £18m; and
	
More than 250 employees (average
headcount).
The new narrative to be disclosed includes:
	
Success of the trust;
	
Employee engagement;
	
Business relationships; and
	
Where more than 40,000 kWh of energy
is consumed in the reporting period, then
energy and carbon information must be
disclosed in the trustees’ report. The ESFA
further encourages these disclosures to be
reproduced in a readily accessible format on
the trust website by 31 March each year.
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Good practice guides

	
The work of the external auditors on both the
financial statements and regularity remains key
to the ESFA’s overall assurance framework.
Therefore, the format of the regularity
statement published in the AAD remains
unchanged from previous years.

The ESFA makes specific reference to three of
their useful academy trust financial management
good practice guides:
	
Going Concern - outlines the concept of
going concern and how trustees should
challenge management and themselves as a
Board;

Auditor judgement
The implications for the audit of the impacts
of COVID-19 are a matter of the professional
judgement of each auditor. The auditor will take
account of a range of factors, these may include:

 repare for External Audit - a generic
P
checklist to help prepare for the year end
audit; and
 treamlined Energy and Carbon Reporting
S
(SECR) - this will help larger trusts that are
now required to report on energy and carbon
consumption as outlined above.

	
Capacity: To what extent were the governance
and control arrangements, staffing levels and
operations of the academy trust affected by
COVID-19?
	
Proactivity: At what point was this issue
identified by the academy trust? For example:
Did it seek ESFA or DfE guidance in advance,
if appropriate? Did it consult with other
academy trusts in similar situations?

Academies Accounts
Direction 2019 to 2020
Supplementary bulletin

	
Reaction: Did the academy trust attempt to
take retrospective or redressive action after the
event (if appropriate)?

The ESFA have also released a supplementary
bulletin, including a number of requirements
which trusts must comply with on matters
arising from the COVID-19 pandemic, which
may impact on your 2019/20 accounts.

	
Evidence: Has the academy trust retained
a documented trail of its decision-making
process, including the rationale for the
decision and details of those employees
and trustees involved?

The bulletin should be read in conjunction
with the main AAD.
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/904685/Academies_Accounts_Direction_supplementary_bulletin_July_2020.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/904685/Academies_Accounts_Direction_supplementary_bulletin_July_2020.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/904685/Academies_Accounts_Direction_supplementary_bulletin_July_2020.pdf

View/download Supplementary bulletin:

Key points to note within the supplementary
bulletin include:

Regularity review and report
	
The scope of the regularity audit remains
unchanged - it should cover, at least, income
and expenditure (including any new COVID-19
funding); and

Procurement policy notes
	
Auditors should take account of the
requirements within the Procurement Policy
Note 02/20, which sets out information and
guidance for public bodies on payment of their
suppliers to ensure service continuity during
and after the current coronavirus outbreak;
	
View/download the Procurement
Policy Note 02/20 here:

https://www.gov.uk/government/publications/procurement-policy-note-0220-supplier-relief-due-to-covid-19
https://www.gov.uk/government/publications/procurement-policy-note-0220-supplier-relief-due-to-covid-19
https://www.gov.uk/government/publications/procurement-policy-note-0220-supplier-relief-due-to-covid-19

	
Accounting officers must reflect cases where
the notes have been applied in their value
for money review and any situations where
COVID-19 has adversely impacted this.

Financial support for COVID-19
	
Academy trusts may have incurred costs in
relation to COVID-19 and may have received, or
be eligible for, funding from the government’s
support packages. Whilst the basic accounting
principles for recognising income and
expenditure apply to these transactions,
additional disclosures are required within the
financial statements for academy trusts.
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Cyber-Crime and ways to
protect your school
It is an unfortunate truth, that many schools
are still falling victim to cyber-crime and with
39 notifications of fraud and theft in 2019,
the ESFA issues the following warning:
We are aware of a significant increase in
incidents of cyber-crime against academy
trusts in the past year. You should therefore
have addressed potential internal control
and procedural weaknesses to reduce further
risks arising.

The ESFA Guide for Academies
This guide outlines the minimum steps required
to comply with the Academies Financial
Handbook’s requirements for addressing the
risks of cyber-crime, yet many schools are still
not fully secured against an attack and would
benefit from reviewing the current cyber threats
and taking a hands-on stance to protecting
their networks.
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/686659/Cyber_security_checklist_for_academy_trusts.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/686659/Cyber_security_checklist_for_academy_trusts.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/686659/Cyber_security_checklist_for_academy_trusts.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/686659/Cyber_security_checklist_for_academy_trusts.pdf

View/download guide here:

The Cyber Security Breaches
Survey 2020
The most common types of breaches found were
phishing and spam emails, whereby a
trusted figure or organisation was impersonated
online. On a positive note, secondary schools
were more likely to have identified a security
breach compared with the average business
(76% versus 46%).
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/875574/Education_annex_-_Cyber_Security_Breaches_Survey_2020.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/875574/Education_annex_-_Cyber_Security_Breaches_Survey_2020.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/875574/Education_annex_-_Cyber_Security_Breaches_Survey_2020.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/875574/Education_annex_-_Cyber_Security_Breaches_Survey_2020.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/875574/Education_annex_-_Cyber_Security_Breaches_Survey_2020.pdf

View/download survey here:

Coronavirus escalates
the online threat
The threat intelligence group, IBM X Force,
reported that coronavirus-themed spam emails
increased 14,000% from the middle to the end
of March. By mid-April, Google claimed to be
blocking over 18 million coronavirus scam
emails each day. Unsuspecting recipients of
these emails were often tricked into making
fraudulent payments, disclosing sensitive
information and installing malware that collects
email contacts and data.
https://www.techrepublic.com/article/coronavirus-themed-spam-surges-14000-in-two-weeks/
https://www.techrepublic.com/article/coronavirus-themed-spam-surges-14000-in-two-weeks/
https://www.techrepublic.com/article/coronavirus-themed-spam-surges-14000-in-two-weeks/

View article here:

Figures from Action Fraud
Figures in mid-April indicated that approximately
£2 million had been lost to coronavirus-related
fraud in the UK. Again, schools showed
themselves to be more resistant to the threat,
with over 1,900 blocked attacks reported to the
National Cyber Security Centre (NCSC) in just
30 days.
https://www.bbc.co.uk/news/uk-england-52310804
https://www.bbc.co.uk/news/uk-england-52310804
https://www.bbc.co.uk/news/uk-england-52310804

View article here:

Pre-empting an attack
Here are six, proactive measures to help maintain
your school’s cyber resilience:

1.	Give your users the knowledge
to protect their school by:
	
Educating users (both teachers and students)
about new phishing scams;
	
Reiterating the importance of staying alert to
unexpected messages by email, messaging
apps or text and conference apps;
	
Encouraging users not to click on suspicious
links or open attachments without first
ensuring they are safe; and
	
Forwarding any suspicious emails to
report@phishing.gov.uk for inspection.

2. Increase remote working security
	
Keep laptops up to date with the latest
security software;
	
Boost the sensitivity of email and website
filters to ensure remote access technologies
such as VPN remain secured; and
	
Consider using a third party to carry out
regular external vulnerability scans.
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3.	Help students develop their
understanding of cyber-crime
	
Harness the wealth of teen-friendly resources
available to educate students about
cyber-crime, helping to both protect your
school and provide them with the knowledge
to make the right decisions in the future;
	
Equip students interested in technology with
an understanding of the career opportunities
within this industry - there is a growing skills
shortage in cyber security, not just in general
business, but in the cyber sector itself; and
 cademy students can test their capacity
A
for a career in cyber security by taking
part in a number of free online training
schemes, including:
https://cyber-school.joincyberdiscovery.com/

https://cyber-school.joincyberdiscovery.com/
Visit - Virtual Cyber
School:
https://cyber-school.joincyberdiscovery.com/
https://www.smallpeicetrust.org.uk/cyberfirst

https://www.smallpeicetrust.org.uk/cyberfirst
Visit
- Cyber First:
https://www.smallpeicetrust.org.uk/cyberfirst
https://cybergamesuk.com/

Visit - Cyberhttps://cybergamesuk.com/
Land:
https://cybergamesuk.com/

4. Safeguarding online lessons
 nsure that teachers know how to safely
E
set up meetings with attendance controls,
including passwords or PIN codes to prevent
such things as ‘zoom bombers’;

5.	Managing the return to work for
furloughed employees
	
Ensure their IT infrastructure is updated with
the latest anti-malware software, operating
system updates and application security
patches; and
	
Advise employees to exercise increased
caution when using their email or online
functionality until they receive notification
from your IT team that the updates have
been made.

6.	Consider Cyber Essentials
certification
 his government-backed scheme
T
protects against 80% of the most common
cyber-attacks; and
 upports compliance with the National
S
Cyber Security Centre’s (NCSC) ten steps
to cyber security, which form the basis for
the audit committee questions detailed in
the ESFA Guide for Academies.
	
View/download cyber-security
checklist for academies here:

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/686659/Cyber_security_checklist_for_academy_trusts.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/686659/Cyber_security_checklist_for_academy_trusts.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/686659/Cyber_security_checklist_for_academy_trusts.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/686659/Cyber_security_checklist_for_academy_trusts.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/686659/Cyber_security_checklist_for_academy_trusts.pdf

 erify the legitimacy of all online meeting
V
attendees, providing organisers with guidance
on how to check attendee lists;
	
Educate students to be alert when clicking on
links or downloading attachments within online
meeting apps; and
	
Consider disabling any functions for students
to avoid inappropriate usage.

For enquiries about our services to academy trusts, please do not hesitate to
get in touch with Frank Shippam or one of the team here at M+A Partners.
MA Partners Audit LLP
7 The Close Norwich Norfolk NR1 4DJ
01603 227600

enquiries@mapartners.co.uk

mapartners.co.uk
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which are limited liability partnerships. A list of members may be inspected at our registered office: 7 The Close, Norwich, NR1 4DJ. The term “partner” is used to refer to a member of MA Partners
LLP or MA Partners Audit LLP. MA Partners LLP is regulated for a range of investment business activities and licensed to carry out the reserved legal activity of non-contentious probate in England
and Wales by the Institute of Chartered Accountants in England and Wales. MA Partners LLP is registered in England and Wales (LLP number OC 361855). MA Partners Audit LLP is registered
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